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e PROPOSITION 65 SAFE HARBOR STANDARDS START AUGUST 30, 2018

EU’s General Data Protection Reqgulation (“GDPR”)

The importance of data privacy to consumers today cannot be underestimated. Leading the way
internationally, the European Union adopted the General Data Protection Regulation (“GDPR”) effective
May 25, 2018, causing a flurry of concern from companies that collect and use consumer data. But what
is GDPR, what does it regulate, and most importantly, why should a California REALTOR® care about a
European law?

GDPR, controlling law in all member states of the European Union (and Iceland, Liechtenstein, and
Norway), regulates when and how businesses store and handle consumer personal data, and what
rights a consumer has in such data.

What could concern a California REALTOR®? GDPR requires compliance from businesses operating
within an EU member state, but also any business located outside the EU handling an EU person’s data,
if one of two conditions apply: 1) the business offers goods or services to EU persons; or 2) the business
monitors a data subject’s behavior to the extent such behavior occurs in the EU, which could include
tracking online behavior using cookies or some other method. A California REALTOR® advertising
Pacific Coast holiday homes to German and Italian buyers would likely be required to comply with
GDPR, but under an expansive view of the law—which is new and has not yet been tested in courts of
law—if an EU person visits your website and you have behavior tracking implemented, that could trigger
your requirement to comply with GDPR. If you have concerns, you should consult with your website
vendors or a data privacy expert to develop a strategy for handling EU visitors to your website.

For GDPR, “Personal Data” is defined broadly, meaning any information that by itself, or in combination
with other information held by the business, would likely identify a living person. This can include
various information like a person’s personal data such as name, age and physical or e-mail address, that
person’s family and lifestyle details such as marital status or number of children, medical details,
employment details, financial details and contractual details such as the goods and services provided to
that person by the business.



If a business takes any activity relating to personal data of an EU person, that business will need to
comply with GDPR’s requirements. Additionally, a business regulated by GDPR must not only make
sure its own practices conform with the regulation, but also must ensure compliance by any third-party
businesses the business has contracts with to process data on its behalf, such as vendors, service
providers, and related corporate entities.

To comply with GDPR, a business must clearly disclose to consumers what data it is collecting, for what
purposes, and the business may not go beyond the disclosed categories and purposes. A consumer’s
personal data can usually only be collected, stored and used if the business can prove it obtained the
consumer’s affirmative consent; the consumer’s silence, the use of pre-checked consent boxes, or the
consumer’s failure to object are all insufficient grounds to show affirmative consent. Businesses should
ensure that data is kept accurate and up-to-date, and stored only as long as necessary (qualified by any
legal requirements mandating longer storage, such as DRE record requirements), and the consumer
must be given the right to correct any data held by the business. The business must also afford the
consumer a “right to be forgotten,” which is the right to demand erasure of the consumer’s data once
there is no longer any business need and there are no prevailing legal requirements to maintain
storage. The business must also ensure it adopts appropriate technical and organizational security
measures so that consumers’ personal data is stored securely and protected against unauthorized or
illegal access or use, and accidental loss or destruction.

GDPR’s breathtaking penalties include the higher of 20 million Euros or 4% of the business’ total global
turnover for the previous financial year. While this level of penalty will likely be reserved for only the
most egregious breaches of GDPR, a failure to comply with GDPR could prove costly. Unfortunately, it
is beyond the scope of this article to cover in depth all the requirements for compliance with

GDPR. Although California REALTORS® should be aware of GDPR, many likely will not fall within its
regulatory scope; however, if you have specific questions about your business and GDPR, you should
seek your own counsel from a data privacy expert.

California Consumer Privacy Act (“CCPA”)

Not to be outdone by its European cousins, the California legislature recently passed the California
Consumer Privacy Act (“CCPA”) making sweeping changes and additions to California’s existing privacy
legislation. CCPA, not taking effect until January 1, 2020, was passed in an extremely short period to
prevent an even broader and perhaps more troublesome privacy initiative appearing on the November
2018 ballot.

The law applies to any business doing business in California that directly or indirectly collects
consumers’ personal information and determines the purpose and means of processing such
information, provided that one of three conditions is met:

1. The business has $25 million or more in annual revenues;

2. The business derives half or more of its revenues from the sale of consumer data; or

3. The business annually buys, receives for its commercial purposes, sells, or shares for its
commercial purposes, the personal information of 50,000 or more consumers, households or
devices (which breaks down to as little as 137 transactions or website visitors per day on
average).



More broadly defined than in other California laws, “consumer” includes individual customers,
employees, independent contractors and vendors, and “personal information” applies to all data capable
of being associated with an individual or household, not only electronic information. As a result, many
California REALTORS® may fall within CCPA’s coverage.

Among other requirements, covered businesses must provide information to their “consumers” regarding
information that is collected and why, delete information on a consumer’s request, and allow opt-out on
sale of personal information. Additionally, the business will be required to provide additional information
on the specific data, use and disclosures upon consumer requests.

CCPA prevents most private lawsuits, reserving enforcement action to the California Attorney General,
although certain data breach allegations may be subject to private lawsuit provided that the Attorney
General approves the lawsuit. A business must also be given a right to cure an alleged violation before
any enforcement action by the Attorney General or private complainant may proceed.

It is possible that the specifics of CCPA may be amended by the California legislature before it becomes
effective in 2020, but California REALTORS® should start to consider if CCPA applies to them and, if
so, how to comply.

Proposition 65 Safe Harbor Standards Start August 30, 2018

For property managers and landlords required to post Proposition 65 warnings (those having at least 10
employees, excluding independent contractors), beginning August 30, 2018, new regulations provide
several different types of "safe harbor" warnings. Although no one is technically required to use the safe
harbor standards, doing so creates a presumption of a "clear and reasonable" warning.

Any decision whether to notify tenants or others must be made by the landlord. However, because of
uncertainties regarding Proposition 65, it would appear prudent to notify tenants if the property contains
a significant level of a listed chemical such as asbestos, lead or pesticides, or there is an enclosed
garage, and to take advantage of the safe harbor warnings.

Under the new provisions, warnings must be more specific and must mention at least one listed
chemical by name. Depending on the warning, it might be required to include a yellow triangle with an
exclamation point and the word "WARNING" in bold, all caps, along with a specific web site address for
each different type warning.

For example, an enclosed parking facility warning will read as follows:

WARNING: Breathing the air in this parking garage can expose you to chemicals including
carbon monoxide and gasoline or diesel engine exhaust, which are known to the State of California to
cause cancer and birth defects or other reproductive harm. Do not stay in this area longer than
necessary. For more information go to www.P65Warnings.ca.gov/parking.

A list of warning signs is available at the Office of Environmental Health Hazard Assessment site.


http://www.p65warnings.ca.gov/parking
https://www.p65warnings.ca.gov/products-places

See C.A.R.’s Proposition 65 Warnings Q&A for more information.
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